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1. Introduction

This best practices document describes how to configure Nokia Mobile VPN Client, when Nokia Mobile VPN
client uses Preshared Key authentication method in the Cisco VPN 3000 Series Concentrator v4.7 environment.

The Preshared Key authentication method is less secure than other traditional authentication methods and
therefore it should only be used in test (non-production) environments.

This document describes also how to create and install VPN policies to the mobile devices manually i.e.
without the policy server (Nokia Security Service Manager).

2. Installing the VPN policy

This chapter provides information and a procedure to create VPN policies for the Nokia Mobile VPN Client and
convert the VPN policies into packages that users can install on mobile devices.

The VPN policy needs to be packaged into a Symbian Installation System (SIS) file that can be installed in the
same ways as any Symbian software.

To create a VPN policy manually the following files are needed:

e Makesis.exe
o Windows command line utility to create SIS files
*  Policy information file (*.pin)
o0 Contains additional information about the VPN policy e.g. the name of the VPN policy
e Policy file (*.pol)
o0 Contains actual VPN policy settings e.g. IKE and IPSec settings
* Package file (*.pkg)
o0 Contains settings for the *sis file and lists installable files and their locations in the device

2.1 Creating the VPN policy information file (PIN)

Create the policy information file VPN-policy-preshared-cisco.pin with the following content:

[POLICYNAME]

VPN Policy

[POLICYDESCRIPTION]

VPN-policy-preshared-cisco.pol for Nokia Mobile VPN Client v3.0.
[POLICYVERSION]

11

[ISSUERNAME]

Do not edit

[CONTACTINFO]

Do not edit

You may use other text under the [POLICYNAME] and [POLICYDESCRIPTION] sections.
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2.2 Creating the VPN policy file (POL)

Create the policy (text) file VPN-policy-preshared-cisco.pol with the following content:

SECURITY_FILE_VERSION: 3
[INFO]
VPN-policy-preshared-cisco.pol for Nokia Mobile VPN Client v3.0.
[POLICY]

saipsec_1={

esp

encrypt_alg 12
max_encrypt_bits 256
auth_alg 3

identity_remote 0.0.0.0/0
pfs

src_specific
hard_lifetime_bytes 0
hard_lifetime_addtime 3600
hard_lifetime_usetime 3600
soft_lifetime_bytes 0
soft_lifetime_addtime 3600
soft_lifetime_usetime 3600

}
remote 0.0.0.0 0.0.0.0 = {lipsec_1(123.45.67.89) }

inbound = {}
outbound ={}

[IKE]

ADDR: 123.45.67.89 255.255.255.255
MODE: Aggressive
SEND_NOTIFICATION: TRUE
ID_TYPE: 11

FQDN: PreSharedGroup
GROUP_DESCRIPTION_II: MODP_1536
USE_COMMIT: FALSE
IPSEC_EXPIRE: FALSE
SEND_CERT: FALSE
INITIAL_CONTACT: FALSE
RESPONDER_LIFETIME: TRUE
REPLAY_STATUS: TRUE
USE_INTERNAL_ADDR: FALSE
USE_NAT_PROBE: FALSE
ESP_UDP_PORT: 0
NAT_KEEPALIVE: 60
USE_XAUTH: TRUE
USE_MODE_CFG: TRUE
REKEYING_THRESHOLD: 90
PROPOSALS: 1

ENC_ALG: AES256-CBC
AUTH_METHOD: PRE-SHARED
HASH_ALG: SHA1
GROUP_DESCRIPTION: MODP_1536
GROUP_TYPE: DEFAULT
LIFETIME_KBYTES: O
LIFETIME_SECONDS: 28800
PRF: NONE
PRESHARED_KEYS:

FORMAT: STRING_FORMAT
KEY: 8 password
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These settings define the actual VPN policy and they must match exactly with the corresponding settings in
the Cisco gateway. The chapter 4 describes how to configure the Cisco gateway to match with the settings of
this example VPN policy file. If you use other values, the corresponding values must be used in Cisco.

Special notes:
* Forencrypt_alg the available values are 2 (DES), 3 (3DES) and 12 (AES).
e Forauth_alg the available values are 2 (MD5) and 3(SHA1).
e USE_XAUTH and USE_MODE_CFG must be set to TRUE
e USE_NAT_PROBE must be set to FALSE and ESP_UDP_PORT must be setto 0
*  MODE must be set to Aggressive
« Create a user group in Cisco with the same name as the value of FQDN e.g PreSharedGroup
«  Define the password for this group (PreSharedGroup) in Cisco to match the value of KEY

2.3 Creating the VPN package file (PKG)

Create the package file VPN-policy-preshared-cisco.pkg with the following content:

; AVPN POLICY PACKAGE

; LANGUAGES
; - None (English only by default)

; INSTALLATION HEADER

; - Only one component name is needed to support English only
;- UID is the UID of the VPN Policy Installer application

#{""VPN Policy"},(0x1000597E),1,0,0,TYPE = SISCONFIG

; LIST OF FILES

; Policy file
"VPN-policy-preshared-Cisco.pol"-"C:\System\Data\Security\Install\VPN-policy-preshared-Cisco.pol"

; Policy-information file

; - NOTE: The policy-information file MUST be the last file in this

; list!

; - FM (FILEMIME) passes the file to the respective MIME handler

; (in this case, the VPN Policy Installer

; application).
"VPN-policy-preshared-Cisco.pin"-"C:\System\Data\Security\Instal\VPN-policy-preshared-Cisco.pin",
FM, "application/x-ipsec-policy-info"

; REQUIRED FILES
- The VPN Policy Installer application
(0x1000597E), 1, 0, O, {"VPN Policy Installer"}

Note that this file expects that the name of the policy information file is VPN-policy-preshared-cisco.pin and
the name of the policy file is VPN-policy-preshared-cisco.pol.

2.4 Creating the Symbian Installation file (SIS)

Store all the four (4) files in the same directory in the Windows PC and run the following command:

makesis VPN-policy-preshared-cisco.pkg

As a result of this command the SIS file VPN-policy-preshared-cisco.sis is generated.
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2.5 Installing the VPN policy

Deliver the file VPN-policy-preshared-cisco.sis to mobile device running Nokia VPN Client.

The installation starts when you open the SIS file in the mobile phone.
You may also use PC Suite for the VPN policy installation.

3. Configuring the Mobile VPN Client

In this document, Nokia 9500 (or 9300) phone is used as a configuration example.

To use the VPN policy with the Nokia VPN Client you will need to create a VPN Access Point and associate it
with the VPN policy. Therefore select Tools — Control Panel — Connections — VPN Access Points — New to
create a VPN access point. Enter a descriptive name for the VPN access point e.g. VPN. Associate the VPN access
point with the VPN policy and the real Internet Access Point (IAP). For the Network setting use “VPN” (should
differ from the IAP’s corresponding Network setting).

To use VPN connection you should associate the VPN access point with the applications in 9500.
Below an example on how to configure email to use VPN connection.

Select Messaging - Menu - Tools - Account settings — your mailbox - Edit.
Under General - Internet Access select your VPN access point.

4. Configuring Cisco 3000

Use VPN 3000 Concentrator Series Manager to configure Cisco VPN 3000 Concentrator.

The VPN 3000 Concentrator Series Manager is started by taking HTTP connection with the WWW browser to
the IP address of the Internal (Private) Interface of Cisco 3000.

Log On as admin.

After completing the listed steps below remember to save the configurations before exiting the tool.

4.1 Configuring Internal Addressing

The use of Internal Addressing is optional but highly recommended due to its benefits e.g. easier routing
from corporate Intranet back to VPN clients and possibility to utilize corporate DNS service.

At VPN 3000 Concentrator Series Manager select Configuration — System — Address Management — Pools -
Add to add an Internal address pool.

Select Configuration - System - Address Management - Assignment to define how the VPN Clients obtain
the IP address. Check the Use Address Pools box and click Apply.

Then select Configuration — User Management - Base Group — General tab to define corporate (internal)
DNS servers (primary and secondary). Click Apply.

4.2 Configuring NAT-Traversal (NAT-T)
Cisco 3000 supports IETF NAT-T implementation that uses UDP port 4500.

At VPN 3000 Concentrator Series Manager select Configuration - Tunneling and Security — IPSec — NAT
Transparency and check the [PSec over NAT-T box . Click Apply.
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4.3 Configuring Remote Client Access using Preshared Key Authentication

4.3.1 Configuring IKE (Phase 1) settings

At VPN 3000 Concentrator Series Manager select Configuration — Tunneling and Security —» IPSec - IKE
Proposals — Add to add a new IKE proposal. See Picture 1.

Enter a descriptive name for the IKE Proposal e.g. IKE-PSK.
Select Preshared Keys (XAUTH) in the Authentication Mode list
For the other IKE settings, select

Click Add.

SHA/HMAC-160 in the Authentication Algorithm list
AES-256 in the Encryption Algorithm list

Group 5 (1536-bits) in the Diffie-Hellman Group list
28800 for the Time Lifetime

Move the proposal to the Active Proposals list and move it to the top of the list.

Configure and add a new IEE Proposal

Proposal Name IIKE—PSK

Authentication

Authentication

Diffie-Hellman

e | Preshared Keys (<AUTH)

Mo | SHAMHMAC-160 =]

Encryption ’—_i
: AES-2RE -
Algorithm

- | Group 5 (1536-hits) =

Lifetime m

MMeasurement

Data Lifetime 10000

Time Lifetime {23300

Add

| Cancel |

specily the name of this IEE
Proposal

select the authentication mode
to use.

=elect the packet authentication
algorithm to use.

=elect the encryption algorithm
to use.

=elect the Diffie Hellman Group
to use.

=elect the fetime measurement
of the IEE keys.

=pecily the data hfetime n
kilobytes (KB

=pecily the time lfetime
secotds.

Picture 1: IKE Proposal for Remote Access using Preshared Keys authentication
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4.3.2 Configuring IPSec (Phase 2) settings

At VPN 3000 Concentrator Series Manager select Configuration — Policy Management — Traffic Management

— SAs - Addto add anew IPSec SA.. See Picture 2.

Enter a descriptive name for the IPSec SA e.g. PSK-SA.

Under the section IPSec Parameters, select

= ESP/SHA/HMAC-160 in the Authentication Algorithm list

= AES-256 in the Encryption Algorithm list

= Group 5 (1536-hits) in the Perfect Forward Secrecy list

= 3600 for the Time Lifetime

Under the section IKE Parameters, select
= Aggressive in the Negotiation Mode list

= None (Use Preshared Keys) in the Digital Certificate list

=  |KE-PSK in the IKE Proposal list

Click Add.

Configure and add a new Secunty Association.

SA Name [PSK-SA

Inheritance |FrDm Fule 'l

=pecify the name of this Security Association (SA4).
Zelect the granularity of this 54,

IPSec Parameters
Authentication Algorithm |ESP/SHAMMAC-160 = |

Encryption Algorithm |AES-255 'I
Encapsulation Mode ITunneI 'l

Perfect Forward Secrecy | Group 5 (1536-hits) ;I
Lifetime WMeasurement ITime vl
Data Lifetime [10000

Time Lifetime 3600

Select the packet authentication algorithm to use.
Select the ESP packet encryption algonthm to use.
=elect the Encapsulation Mode for this 4

=elect the use of Perfect Forward Secrecy.

=elect the lfetime measurement of the TP Sec keys.
Specify the data fetime m kilobytes (KB

Specify the time lifetime i seconds.

IKE Parameters
IKE Peer [0.0.0.0

Negotiation Mode I Aggressive = |

Digital Certificate |N|:|ne (Use Prashared Keys) Ll

" Entire certificate chain
" Tdentity certificate only

IKE Proposal [{[d=gsa]s

Certificate Transmission

Add Cancel

Specify the IKE Peer for a LA -to-LAN connection.
Select the T E Megotiation mode to uze.
Select the Digital Certificate to use.

Choose how to send the digital certificate to the TKE pe

~| Select the TEE Proposal to use as IKE mihator,

Picture 2: IPSec SA settings for Remote Access using Preshared Keys authentication
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4.3.3 Creating a user group for users using Preshared Keys Authentication

At VPN 3000 Concentrator Series Manager select Configuration — User Management — Groups — Add Group
to add a new user group.

Under the Identity tab,
= enter a descriptive name for the user group e.g. PreSharedGroup
= enter password in the Password text box
=  select Internal in the Type list

Under the IPSec tab,
= select PSK-SA in the IPSec SA list
= check the IKE Keepalives box to enable Dead-Peer-Detection feature
= select Remote Access in the Tunnel Type list
= select one of the following alternatives in the Authentication list
0 Internal (if using Cisco’s internal database for authentication)
o RADIUS (if using external RADIUS server for authentication)
o Kerberos/Active Directory (if using external AD server for authentication)
=  Select None in the IPComp list
Check the Mode Configuration box

Click Add.

4.3.4 Configuring external authentication servers

At VPN 3000 Concentrator Series Manager select Configuration — System — Servers - Authentication, and
press Add to add to an external authentication server.

To use RADIUS server
= select RADIUS in the Server Type list
= enter IP address or hostname in the Authentication Server text box
= enter port number in the Server Port (1645 or 1812) text box
= enter the server secret in the Server Secret text box

To use Active Directory server
= select Kerberos/Active Directory in the Server Type list
=  enter IP address or hostname in the Authentication Server text box
= enter port number in the Server Port (0 or 88) text box
=  enter domain e.g. LDAP.NOKIA.COM in the Realm text box (note uppercase!)

4.3.5 Creating a local user for Preshared Keys Authentication

At VPN 3000 Concentrator Series Manager select Configuration — User Management - Users — Add to add a
new user. This is only needed if you use Cisco’s internal database for user authentication.
Under the Identity tab,

= enter the name and password for the user

= enter the group to which the user belongs e.g. PreSharedGroup
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